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What is Internal Audit? 

“Internal audit is an independent, 
objective assurance and consulting 
activity designed to add value and 
improve an organization’s 
operations.  It helps an organization 
accomplish its objectives by 
bringing a systematic, disciplined 
approach to evaluate and improve 
the effectiveness of governance, 
risk management and control 
processes.” 
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Governance 

Risk 
Management 
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Governance 

School districts need to be accountable and transparent to the public 
while achieving their objectives effectively, efficiently, economically, and 
ethically. 

 
 
 
 
 
Governance is defined as the combination of processes and structures 
implemented by the board to inform, direct, manage, and monitor the 
organization’s activities toward the achievement of its objectives.   
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Policies Credibility Public Service 



How Does Internal Audit Address Governance? 

By providing unbiased, objective 
assessments of whether public 
resources are managed responsibly 
and effectively to achieve intended 
results, internal audit helps school 
districts achieve accountability and 
integrity, improve operations, and 
instill confidence among citizens 
and stakeholders.  

5 

Oversight 

Insight Foresight 



Risk Management 

Internal audit assists those 
charged with governance 
evaluate its approach and 
response to risk.  By providing an 
objective assessment of how a 
district addresses its key risks, 
internal audit partners with 
decision-makers to ensure that 
the organization is focusing on 
the right strategic objectives. 
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Internal Control 

Internal Control is a process, 
effected by an entity's board of 
trustees, management, and 
district personnel, designed to 
provide reasonable assurance 
regarding the achievement of 
objectives relating to 
operations, reporting, and 
compliance. 
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Internal Audit Process 

The internal audit activity performs 
both a strategic analysis and a risk 
assessment to create an internal 
audit plan.  The internal audit plan is 
designed to be a scalable, top-down, 
risk-based approach designed to 
drive value by delivering efficient and 
effective audits that are directly tied 
to its organization’s strategic 
objectives. 
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Internal Audit Timeline 
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Risk Evaluation Criteria 
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• Deficiency:  A  deficiency exists when the design or operation of a control does 
not allow management or employees, in the normal course of performing their 
assigned functions, to prevent or detect errors that will effect the district’s 
financial, operational and compliance objectives on a timely basis. 

• Significant Deficiency:  A significant deficiency is a deficiency, or combination of 
deficiencies, in internal control that is less severe than a material weakness, yet 
important enough to merit attention by those responsible for district 
governance. 

• Material Weakness:  A material weakness is a deficiency, or a combination of 
deficiencies, in internal control such that there is a reasonable possibility that a 
material error that could effect the district’s financial, operational and compliance 
objectives will not be prevented or detected on a timely basis. 



Activity Funds 

The decentralization of cash 
management for activity 
funds creates uncertainty 
that all student groups 
comply with state and local 
requirements.  We 
evaluated the procedures in 
place that limit the risk 
exposure of activity fund 
collections and 
disbursements. 

11 



Custody of Cash 
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Our procedures to examine and conclude on the controls over custody of cash 
resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted multiple instances in 
which dual control over cash 
was not exercised. 

We recommend that dual control be 
exercised at the point of cash collection 
and deposit preparation in accordance 
with district procedures. 

Significant 
Deficiency 

We will implement and 
monitor dual controls for 
cash collection and 
deposit preparation. 
 

We noted that the combination 
to the cash safes on the 
selected campuses are not 
changed when an employee 
with knowledge of the 
combination is terminated. 

We recommend that the safe combination 
lock be changed when an employee with 
knowledge of the combination is 
terminated. 

Deficiency We will research options 
to have access to the cash 
safes changed when an 
employee with knowledge 
of the access is 
terminated. 

We noted that all sampled 
employees that took the cash 
management training did not 
sign the training 
acknowledgement form. 

We recommend that all employees that 
completed the cash management training 
sign the form to support that the 
individual assigned to take the training 
was the person that actually took the 
training. 

Deficiency Cash Management training 
forms will be signed by the 
employees attending the 
training. 



Reconciliation of Cash 
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Our procedures to examine and conclude on the controls over reconciliation of 
cash resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that none of the 
sampled activity fund book to 
general ledger reconciliations at 
the four sampled campuses 
were performed on a monthly 
basis in accordance with district 
procedures.  Three were not 
performed during the period at 
all. 

We recommend that the 
reconciliations be performed on a 
monthly basis in accordance with 
district procedures.  

Significant 
Deficiency 

Procedures for Activity Accounts as 
documented in the Allen ISD 
Activity Fund Accounting 
Procedures manual will be 
reviewed with campus secretaries 
in August meetings.  Accounting  
Department will continue audits 
and audit reporting as outlined in 
this manual. 

We noted that two activity fund 
book to general ledger 
reconciliations did not reconcile.  
Additionally, the reconciling 
items were not identified by the 
performer and subsequent 
follow-up was not initiated.   

We recommend that a an 
instructional form be created so 
that the teacher performing the 
reconciliation will have a 
reference during performance to 
ensure accuracy of the procedure.  
At least quarterly, we recommend 
an individual other than the 
preparer review the 
reconciliations for accuracy and 
completeness. 

Significant 
Deficiency 

An Activity Account Reconciliation 
Step-by-Step Procedure guideline 
will be created and distributed to 
campus secretaries at the August 
training meeting. 



Reconciliation of Cash (continued) 
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Deficiency Recommendation  Risk Level Management Response 

For one selected campus, we 
noted that the deposit log was 
not being reconciled to each 
deposit.  For our selected 
deposit, we noted that two cash 
deposit amounts were not 
present on the log. 

We recommend that the Secretary 
not accept cash unless logged by the 
teacher dropping off the bank bag.  
We recommend that deposits be 
reconciled to the deposit log by an 
individual other than the Secretary 
on a weekly basis. 

Significant 
Deficiency 

Cash management procedures 
will be reviewed with campus 
secretary at meetings in August. 
Cash Log Form will be updated 
for better documentation of cash 
receipts and deposits to bank. 
 

We noted that two selected 
campuses were not maintaining 
the Cash Log Form until 
requested. It should be noted 
that corrective action was 
implemented at the time of 
testing. 

We recommend that all campuses 
maintain the Cash Log Form in the 
safe, which records all cash to be 
stored in the safe in accordance with 
district procedures. 

Significant 
Deficiency 

The use of the Cash Log Form 
will be emphasized at the August 
training meeting and confirmed 
at the year end meeting in May. 



Activity Fund Accounting 
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Our procedures to examine and conclude on the controls over activity fund 
accounting resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that approval for 
the addition of a new activity 
fund general ledger account 
was not documented for one 
selected account.  Per our 
inquiry, the approval was 
given verbally. 

We recommend that all 
new activity fund accounts 
have formal documented 
approval in accordance 
with district procedures. 

Deficiency An Application for New Campus or 
Student Activity Fund form has been 
created for use by campuses.  This is 
now required for all new accounts. 

We noted that the Code 
Correction Form was not 
approved by the applicable 
Principal for one selected 
account coding correction, in 
which an expense was 
mistakenly coded to a 
revenue account. 

We recommend that the 
Code Correction Form be 
signed by the applicable 
Principal in all 
circumstances to indicate 
appropriate approval in 
accordance with the district 
procedures. 

Deficiency All Coding Correction forms are signed 
by applicable personnel. 



Purchasing 

Purchasing inherently poses many challenges to achieving a 
district’s financial, operational and compliance goals.  We 
employed top-down, risk-based approach in evaluating 
purchasing procedures in place to achieve those goals.   
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P-Cards 
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Our procedures to examine and conclude on the controls over P-Cards resulted 
in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that during the review of 
P-Card reconciliation, follow-up for 
discrepancies only occurs when 
there are missing supporting 
receipts.  Additionally, we noted 
that one selected P-Card 
reconciliation was approved by the 
P-Card holder; however, it was 
missing supervisor approval. 

We recommend that an electronic log 
be maintained to track reconciliation 
status and all discrepancies be 
investigated until resolution.  Also, we 
recommend that all reconciliations 
and transactions in JP Morgan be 
approved by the P-Card holder’s 
supervisor.  Additionally, we 
recommend that other individuals are 
cross-trained to perform these duties 
in the event that the responsible 
individual is unavailable. 

Significant 
Deficiency 

We agree and will implement 
procedures to ensure all P-card 
reconciliation discrepancies are 
timely reviewed and 
completely resolved.   Also, the 
process will monitor all 
reconciliations to ensure they 
have a supervisory approval.  

The district does not have updated 
procedures regarding P-Cards.  
Currently, corrective action has 
been initiated and district personnel 
are revising the procedures. 

We recommend that there be a 
designated individual to review the 
procedures on an annual basis, and 
make adjustments as necessary.  The 
procedures should be reviewed and 
approved by the appropriate members 
of management on an annual basis. 

Significant 
Deficiency 

We are currently researching 
and drafting an updated 
Purchasing procedures manual, 
including P-cards.  Also, a 
designated P-Card 
Administrator would be tasked 
with reviewing and/or updating 
the P-card procedures within 
the manual on an annual basis. 



P-Cards (continued) 
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Deficiency Recommendation  Risk Level Management Response 

We noted that although issued P-
Cards are reviewed on a weekly 
basis, the cards reviewed are not 
formally tracked and 
documented. Additionally, we 
determined through inquiry that 
some district personnel maintain 
photocopies of P-Cards while the 
card is checked-in.  District 
management is in the process of 
taking corrective action. 

We recommend that district 
management consider the 
effectiveness of checking in and 
out P-Cards, and whether the 
procedure is operating at a level in 
which the objective of the control 
is being achieved. 

Significant 
Deficiency 

We agree and are currently 
researching and drafting an 
updated Purchasing procedures 
manual, including P-cards.  

We noted that P-Cards are kept 
on campuses overnight and 
access to the p-cards are not 
restricted. 

We recommend that P-Cards 
generally not be kept on the 
applicable campus overnight and 
be turned in the same day that is 
checked out.  When checked out 
overnight, we recommend that 
only authorized personnel have 
access to the applicable card. 

Deficiency We agree and are currently 
researching and drafting an 
updated Purchasing procedures 
manual, including P-cards.  



P-Cards (continued) 
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Deficiency Recommendation  Risk Level 

We noted two instances 
where the cardholder’s 
supervisor did not check the 
box within JPMorgan to 
evidence approval of the 
purchase.  It should be 
noted; however, that the 
reviewer also reviewed a 
hard copy reconciliation of 
each purchase to supporting 
documentation, thus 
evidencing review and 
approval. 

We recommend that the 
reviewer of P-Card purchases 
review and approve all 
purchases in the JP Morgan 
application. 

Deficiency Since supervisory reviews and 
approvals are reflected on hard 
copy reconciliations, a control 
exists.  However, this review and 
approval should be reflected in 
the JP Morgan system that 
accounts for and monitors our P-
card activity.  We will ensure it is 
part of our P-card training for 
staff.  

We noted that although P-
Card users are required to 
sign the User Agreement 
Form, Ghost Card users are 
not required to sign the User 
Agreement Form. 

Due to the risk of a Ghost Card 
user buying unauthorized items 
or personal items from an 
authorized vendor, we 
recommend that each user sign 
the User Agreement Form. 

Deficiency When Ghost cards are made 
available, we will require the user 
to sign the User Agreement Form. 



Purchasing Compliance 
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Our procedures to examine and conclude on the controls over purchasing 
compliance resulted in the following: 
Deficiency Recommendation  Risk Level Management Response 

We noted that the district 
made payments to two 
vendors that aggregated to 
$329,356 and $154,649 each 
for 2013.  We noted that 
neither vendor went through 
a competitive bidding 
process per Texas Education 
Code 44.031. 

We recommend that a bid list be 
maintained, which adequately supports the 
bids obtained and the criteria used to 
select the appropriate vendor.  Additionally, 
we recommend that a quarterly review 
take place whereby an individual reviews 
purchases by vendor to determine whether 
expenditures have or will soon exceed 
$50,000.  Upon identification of such 
vendors, we recommend that the district 
undergo competitive bidding requirements.  
Additionally, we recommend that 
corrective action take place and the 
services provided by the two vendors noted 
during testing undergo competitive bidding 
procedures. 

Material 
Weakness 

We agree and are currently 
researching and drafting updated 
Purchasing procedures.  These 
procedures will centralize the 
bidding process, implement a bid 
list of contracts, and establish a 
review process within the 
Purchasing department to 
monitor compliance to CH 
(Legal).  
 
 



Purchasing Compliance (continued) 
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Deficiency Recommendation  Risk Level Management Response 

We noted that there is not a 
defined contract 
authorization procedure and 
any district personnel within a 
department can approve 
contracts.  Additionally, we 
noted that Purchasing is not 
notified about a contract until 
the district is invoiced. 

We recommend that an authority 
matrix be created which details 
personnel responsible for 
reviewing contracts by contract 
type and amount.  Then, we 
recommend that the contracts be 
forwarded to Purchasing to 
maintain a record of the contract 
to ensure that purchases are 
made in accordance with 
contractual terms. 

Significant 
Deficiency 

We agree and are implementing a 
contract signature routing form to 
make sure signed copies are 
maintained in a contract 
database. This would become the 
District’s contract repository. 

The district does not have 
updated Purchasing 
procedures.  Currently, 
corrective action has been 
initiated and district 
personnel are revising the 
procedures. 

We recommend that there be a 
designated individual to review 
the procedures on an annual 
basis, and make adjustments as 
necessary.  The procedures 
should be reviewed and approved 
by the appropriate members of 
management on an annual basis. 

Significant 
Deficiency 

We agree and are currently 
researching and drafting updated 
Purchasing procedures.  These 
procedures will be reviewed 
annually by Purchasing 
management.  



Purchasing Application 
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Our procedures to examine and conclude on the controls over the purchasing 
application resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that multiple users, 
including upper-level 
management, have access to 
several components of the 
transaction cycle within the 
Skyward application.  Although 
functional segregation of 
duties is enforced, system-level 
segregation of duties is not.   

We recommend that either user 
access be reviewed and provisioned so 
that no user can process a transaction 
throughout the transaction cycle, or a 
monitoring control be implemented 
whereby an individual reviews 
transactions processed by the same 
user.  Additionally, we recommend 
that the upper-level management not 
have entry access for both vouchers 
and journal entries. 

Material 
Weakness 

We agree and are currently revising 
responsibilities and procedures for administering 
system access. A least privilege model has been 
implemented whereby access within the system 
is restricted to core job function requirements. 
Technology will continue to work with District 
leadership to further define our security model 
and formalize a process that will ensure 
appropriate levels of access.  

We noted that a member of 
upper-level management 
functions as the Skyward 
Security Administrator and 
grants users permissions in the 
application.  Accordingly, there 
is no segregation of duties in 
authorization of application 
permissions and granting of 
application permissions. 

We recommend that Security 
Administrator access be segregated 
and the responsibility be transferred 
to IT, whose daily responsibilities do 
not include transactional processing or 
accounting for transactions. 

Material 
Weakness 

We agree and are currently revising 
responsibilities and procedures for administering 
system access. A least privilege model has been 
implemented whereby access within the system 
is restricted to core job function requirements. 
Technology will continue to work with District 
leadership to further define our security model 
and formalize a process that will ensure 
appropriate levels of access.  



Purchasing Application (continued) 
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Deficiency Recommendation  Risk Level Management Response 

We noted that the Skyward 
application does not have 
stringent password 
parameters and we noted 
that the domain password 
parameters lack appropriate 
minimum length and 
password complexity settings. 

We recommend that both 
the domain password 
policy and the Skyward 
application parameters 
include strict parameters 
in accordance with 
industry standards. 

Significant 
Deficiency 

Technology standards require passwords be at 
least 5 characters in length and be changed 
regularly. Eight character passwords with 
complexity requirements (#,@,! type 
characters along with capitalization) were 
deemed by school leadership too difficult for 
students, especially in the lower grades, to 
remember.  Technology plans to implement a 
relatively new capability – Active Directory 
Fine Grain Password Policy – which will allow 
students to continue using non-complex 
passwords while requiring staff members to 
use 8 character passwords with complexity 
requirements. 

We noted that the vendor 
database is not reviewed for 
identifying vendors that are 
no longer used by the district, 
and thus not disabled. 

We recommend that an 
annual vendor review take 
place to identify all 
vendors with one year or 
more without an 
associated purchase, and 
that vendor be 
deactivated or removed 
from the system. 

Significant 
Deficiency 

We agree and will implement an annual 
review process for the vendor database. 



Athletics 

Due to its size and recent 
performance success, Allen ISD 
Athletics has become a 
significant revenue source for 
the district.  We examined 
sources of revenue, such as gate 
receipts and facility rentals, as 
well as expenditures to 
determine that they are in 
compliance with district 
procedures. 
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Gate Receipts 
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Our procedures to examine and conclude on the controls over gate receipts 
resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that upon the close of a 
register, two individuals count the 
cash collected for ticket sales and 
record the amount counted on the 
game report.  However, we noted 
that when the cash is counted 
during preparation of the deposit, 
only one individual counts the cash; 
thus, dual control is not exercised. 

We recommend that either two 
individuals count the cash during 
deposit preparation, or an 
individual reconcile the cash 
deposit to the game report after 
the deposit is made to ensure the 
accuracy the deposit and that 
cash has not been 
misappropriated. 

Significant 
Deficiency 

We will implement a procedure to 
require two individuals counting the cash 
during preparation of game bags and 
when game bags are returned and 
deposits are prepared; thus having dual 
control of money. 

We noted that for all games except 
for Varsity Football, preparers and 
reviewers of the game report do not 
reconcile the number of tickets sold 
to the cash collected.  Thus, we 
noted three instances in which the 
cash collected was greater than the 
recorded number of tickets sold.  
Additionally, we noted one instance 
in which the amount deposited was 
greater than the amount of cash 
recorded on the game report. 

We recommend that during the 
preparation of the game report, 
that the amount of tickets sold be 
reconciled to the cash being 
prepared for deposit.  In addition, 
we also recommend that a 
second individual count the 
beginning and ending ticket sold 
to verify the amount recorded. 
Subsequently, we recommend 
that the preparer of the deposit 
reconcile the cash being 
deposited to the game report.   

Significant 
Deficiency 

The Athletic Department has met and 
will meet with all workers every year to 
go over procedures for the distribution 
of tickets and counting tickets at the end 
of each game; thus reconciling the 
number of tickets with the cash to 
accurately reconcile ticket report. 
There has been a second signature line 
added for verifying money in the bag at 
start of game and then a second 
signature added when verifying the 
money at the end of the game. 
 



Gate Receipts (continued) 
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Deficiency Recommendation  Risk Level Management Response 

We noted that for four selected 
athletic events, required 
signatures were not present on 
the applicable Game Report.  
Thus, there is no documented 
evidence that key tasks were 
performed in verifying the 
accuracy and existence of cash 
collected and recorded. 

We recommend that all 
required parties sign the 
game report to indicate 
that the procedure was 
performed in a timely 
manner. 

Deficiency Athletic Department has 
communicated with workers the 
importance of signing the Game 
Report for reconciliation purposes. 

We noted that the combination 
to the cash safes on the selected 
campuses are not changed 
when an employee with 
knowledge of the combination is 
terminated. 

We recommend that the 
safe combination lock be 
changed when an 
employee with knowledge 
of the combination is 
terminated. 

Deficiency Athletic Department will in the 
future consult a lock smith to 
change the combination when 
there has been a change in the 
Athletic department. 



Athletics Equipment 
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Our procedures to examine and conclude on the controls over athletics 
equipment resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that an inventory 
ledger of athletics 
equipment was not being 
maintained, which is not in 
accordance with district 
procedures.  Corrective 
action was taken and an 
inventory count was 
performed to create an 
inventory ledger. 

We recommend that an 
inventory ledger be maintained 
throughout the year to track 
additions and disposals of 
assets.  On an annual basis, we 
recommend that an individual 
perform a physical count and 
compare to the asset inventory 
ledger to monitor for 
significant inventory shrinkage. 

Significant 
Deficiency 

An annual inventory will be 
maintained by the coaches and turned 
into the Athletic Department in 
regards to equipment purchased and 
reconciled against an asset  inventory 
ledger. 



Facility Rentals 
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Our procedures to examine and conclude on the controls over facility rentals 
resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that renters were 
never billed for eight out of 
fifteen selecting facilities 
rentals, aggregating to over 
$25,000 of unbilled rental fees.  
Corrective action has been 
implemented and these renters 
were billed correctly after the 
date of our finding. 

We recommend that an aging 
schedule be maintained to track all 
receivable balances for facility 
rentals.  When a facility is rented, 
we recommend that the rental be 
entered on the aging schedule, 
which should be reviewed monthly 
to determine the amount and the 
date of billing.  We recommend 
that all rentals be billed at the end 
of the month and that the aging be 
reviewed monthly to ensure timely 
collections. 

Material 
Weakness 

An aging schedule was started 
in February 2014 and is 
maintained daily.  All events 
(with the exception of 
churches and ASA) are now 
billed and paid in advance.  
ASA and churches are billed 
monthly. 



Facility Rentals (continued) 
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Deficiency Recommendation  Risk Level Management Response 

We noted instances of renters 
overpaying and underpaying 
for facility rentals and no 
attempt to either collect or 
reimburse the renter was 
made. Corrective action has 
been implemented and the 
district is attempting to 
collect on the balance. 
 

We recommend that an aging 
schedule be maintained and 
reviewed per our prior 
recommendation.  If the district is 
overpaid, we recommend that a 
refund of the incorrect balance be 
paid to the renting party. 

Significant 
Deficiency 

An aging schedule was started in 
February 2014 and is maintained 
daily.  All events (with the exception 
of churches and ASA) are now billed 
and paid in advance.  ASA and 
churches are billed monthly. Any 
overpayment by a rental group is 
credited on their next invoice.  If 
they are a one-time renter, a refund 
is processed after the event is 
completed. 

We noted that a facilities 
rental agreement was not 
signed for eight of fifteen 
sampled facilities rentals.  

We recommend that facilities not 
be rented to third parties without 
a signed facilities rental 
agreement on file. 

Significant 
Deficiency 

All groups will be required to sign a 
facility rental agreement, which 
includes a hold harmless agreement, 
in order to reserve a facility. 

We noted that the district 
does not have any procedures 
that address facilities rental.   

We recommend that there be a 
designated individual to draft the 
procedures. The procedures 
should be reviewed and approved 
by the appropriate members of 
management. 

Significant 
Deficiency 

Rental and financial day-to-day 
procedures will be documented, 
kept up-to-date, and filed in the 
Facility Scheduler’s office. 



Next Steps 
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Phase I 
$100,000 - $110,000 

Phase II 
$70,000 - $80,000 

Phase III 
$60,000-$70,000 

Based on our understanding of Allen ISD’s internal control environment, we believe 
that the next phases are vital to the district building on its commitment to 
excellence.  We estimate that the fees for the next phases are as follows: 
 
 
 
 
 
As a best practice, we recommend that the remediation of all deficiencies be 
validated through retesting.   The estimated fees for the validation phase is 
contingent upon the amount of deficiencies found during all phases of the project.  
 



Questions 
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